Data Protection and

Security in Civil Aviation

Despite the massive attention generated by the events of 11 Sep-
tember 2001, terrorist threats are not the sole issues of concern to
the aviation industry, which must also address challenges pre-
sented by a range of other issues, including serious crime; attacks
on the data integrity of communications networks; attacks on in-
formation and personnel management systems; chemical, biologi-
cal, radiological and explosive threats, etc. However, implementa-
tion of most of the security measures that have already been put
into practice or are currently being planned has generally taken
place under the rubric of combating terrorism.
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Aviation security: background and legal
framework overview

Initially, international surveillance mecha-
nisms in the civil aviation sector were quite
general and rather limited. The Chicago Con-
vention (1944) established the International
Civil Aviation Organization (ICAO), a special-
ized agency of the United Nations charged
with coordinating and regulating international
air travel. After the world was first confronted
with the problem of politically motivated
aircraft terrorists in the late 1960s, the ICAO
adopted Chicago Convention Annex 17 -
Security (1974), which established the founda-
tions of an international aviation security
programme and sought to safeguard civil
aviation against acts of unlawful interference.

At the same time, many countries, including
the USA, introduced measures such as pre-
flight and luggage controls on a national
basis. The level of security demands grew
constantly, however, which resulted in secu-
rity measures becoming increasingly sophisti-
cated. For example, in the late 1990s, the
Computer Assisted Passenger Prescreening
System (CAPPS) was created in the USA,
which made it possible to automatically single
out particular passengers and put them
through stricter security controls.

The US Aviation and Transportation Security
Act (2001) was enacted immediately after the
attacks of 9/11. Numerous countries, includ-
ing Canada, China, the United Kingdom,
France, Russia, Germany, India and Pakistan,
also introduced new anti-terrorism legislation
in the wake of the attacks. In addition, the
European Union (EU) adopted its first set of
common rules in the field of civil aviation
security, which EU/European Economic Area
(EEA) member-states are obliged to follow
(Regulation EC No 2320/2002). Amendment
10 to Annex 17 was adopted by the ICAO on 7
December 2001 in order to address challenges
posed by the events of 9/11.

Since 1974, the provisions of Annex 17 -
Security have been revised and updated eleven
times. The ICAO has also adopted legal and
technical regulations and procedures designed
to prevent and suppress acts of unlawful
interference; has produced guidance material
to assist with the implementation of security
measures (the Security Manual for Safeguard-

ing Civil Aviation Against Acts of Unlawful
Interference, Doc 8973 — Restricted); and has
issued Standards and Recommended Prac-
tices (SARPs). The ICAO’s work in the field of
security is carried out in three areas: policy
initiatives, audits of the organization’s 190
contracting states, and assistance to states that
are unable to address serious security defi-
ciencies highlighted by audits.

However, the ICAO’s regulations, guidelines
and SARPs are recommendations only: con-
tracting states are not obliged to comply with
them (although they are obliged to report
deviations), and there are no enforcement
mechanisms. Thus, efforts to develop global
standard approaches in this area are facing
major challenges. Airlines and other partici-
pants have to deal with a range of different
systems, each with different requirements
and procedures. This creates technical and
operational chaos, with substantial financial
consequences.

Security measures to prevent terrorist acts in
Norway have almost exclusively been imple-
mented as a consequence of international
regulations. As a member of the EEA, Norway
is bound by the EU legislation incorporated in
the 1992 Agreement on the European Eco-
nomic Area. It is therefore bound by the EU
common rules in the field of civil aviation
security, which have been incorporated into
the Norwegian legal system (Lov om luftfart,
1993, Forskrift om sikkerheten i Luftfarten,
2004). In addition, much Norwegian security
legislation is connected to the country’s par-
ticipation in the Schengen Area cooperation.
There have been few independent Norwegian
initiatives on anti-terrorist security measures.

Security measures

New technologies, systems and security de-
vices aimed at enhancing security standards,
preventing attacks and ensuring surveillance
are now appearing every day. These include:
intensified security checks of passengers and
luggage; camera surveillance and use of
closed-circuit television (CCTV); security
measures based on biometrics (photographs,
DNA and fingerprints); scanners, including
whole-body scanners; transfer of air passenger
data from airlines to state authorities, etc.

Most of the new measures are being imple-
mented and enhanced in response to situa-
tions that have already occurred. Following
the first cases in which terrorists attempted to
carry weapons made of metal, such as knives
and guns, states installed metal detectors.
After 9/11, among other things, the USA
demanded that all international airlines have
to provide the US government with Passenger
Name Records (PNR). This meant complete
electronic access to detailed airline passenger
data on all travellers registered in the airlines’
computer systems. Since the so-called shoe
bomber attempted to hide explosives in his
shoes in December 2001, states have made
travellers remove their shoes during security
checks. The transfer of Advanced Passenger
Information (API) by the airlines to the states
was implemented in the EU after the terrorist
attacks in Madrid in 2004. In 2006, an alleged
attempt to use liquid explosives on board
aircraft led to measures prohibiting passen-
gers from carrying liquids onto aircraft. Just a
few days after car-bomb attacks in Glasgow
and London in June 2007, the EU announced
a project containing anti-terrorism measures,
including the creation of a European PNR
system. On 25 December 2009, the so-called
underwear bomber attempted to detonate
plastic explosives hidden in his underwear,
and many states have since sought to install
whole-body scanners (although it should be
noted that the ‘underwear bomber’ boarded
his US-bound flight at Amsterdam’s Schiphol
Airport, which already has 15 body scanners.
Scanner manufacturers have also admitted
that their equipment would not have detected
the underwear bomb because the explosives
were in a light powdered form and the detona-
tor was hidden in a body cavity).

It is commonly accepted that effective security
must be ensured in the aviation sector, but it
remains questionable whether the new meas-
ures and technologies actually promote secu-
rity. According to a number of surveys, there
are doubts as to whether the measures add
value to the fight against terrorism and crime,
while it is quite obvious that the current re-
gime is exposing air passengers to increasing
restrictions and humiliations.

In any event, air-travel security measures
cannot simply be considered mere technical
measures related to aviation security, as some
of them have a serious impact on issues of
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human fundamental rights, which are pro-
tected by law nationally and internationally.

Impact on human rights

Measures — such as checking bags for bombs,
strengthening cockpit doors and placing air
marshals on flights — that do not infringe
upon individual privacy may be considered
sound security measures. Other measures,
however, may present risks to the privacy and
security of individuals because they may in-
fringe passengers’ right to privacy and dignity,
create data files directly linked to the identity
of air travellers, violate freedoms of thought,
conscience and religion, as well as the princi-
ple of non-discrimination, the rights of chil-
dren, etc. For example, the collection of pas-
sengers’ personal data by airlines and
subsequent transfer of such data to state
authorities in many cases conflicts with data-
protection requirements, while implementa-
tion of CCTV, use of biometrics and ‘pat-
down’ searches also raise privacy and civil
liberties concerns. Currently deployed whole-
body scanning devices produce black and
white images of the human body with blurred
faces. But they still reveal a person’s gender,
the precise construction of the body and very
sensitive areas of a person's private life, medi-
cal aids and conditions . The use of scanners
may be thus equivalent to a virtual strip
search (backscatter x-ray or millimeter-wave
scanning machines are currently in operation

in the USA, the UK, the Netherlands and
many other countries). Moreover, it is uncer-
tain whether the machines may have a possi-
ble adverse impact on passengers’ health,
owing to potential radiation hazards. State
authorities and manufacturers claim that the
scanners deliver a ‘safe’ dose and are not
harmful for the frequent traveller, but it is
probably too early to predict the long-term
effects.

With the exception of human rights that can-
not be derogated for reasons of national secu-
rity under any circumstances (peremptory
norms or jus cogens), the United Nations rec-
ognizes that human rights can be limited or
even pushed aside during times of national
emergency. But, what about the rights of
everyday travellers? Regulate checks in air-
ports or routine transfer of passengers’ per-
sonal data by airlines to government agencies
can hardly be seen as national emergency
situation undertakings.

Is it possible to find an appropriate balance
between the need for surveillance and privacy-
related interests?

The solution and problems

The point is that breaching people’s rights
and freedoms can be justified under human
rights legislation, if it is done in accordance
with the law and is proportionate and neces-
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sary for national security, public safety and for
the protection of the rights and freedoms of
others. But every security measure has to be
clarified, justified and accompanied by strong
and adequate safeguards, procedures and
rules that satisfy and ensure human rights
standards and requirements. In addition to
legal norms establishing such safeguards, the
means for ensuring their effective application
should also be determined. It is important to
ensure that all actors implement the regula-
tions, practices and measures in reality. But,
how can this be done in practice?

As already noted, the ICAO has limited possi-
bilities for establishing and enforcing com-
mon rules at the global level, owing to the
organization’s advisory nature. As for the EU,
the USA and the national level in general,
there appear to be numerous political issues
and policies that have considerable impact
upon security and privacy regimes. Many of
the decisions and rules related to security,
including legal frameworks and international
agreements, are based on political approaches
and are often therefore more political solu-
tions than legal instruments. Even when steps
are taken to protect human rights, these are
not necessarily effective, and they may be
characterized by weaknesses, shortcomings
and contradictions.

For example, when a conflict arose between
the USA’s request for PNR transfer and EU




data-protection requirements, the parties
attempted to reach an agreement on data
transfer in a series of bilateral agreements (in
2004, 2006 and 2007). The deal gave rise to
widespread privacy and security concerns.
Although the two sides tried to provide ‘safe-
guards’, the agreement in fact failed to offer
an adequate level of data protection and left
many problems outstanding. Nevertheless,
since then, the EU has been establishing its
own PNR system using the controversial EU-
US PNR agreement of 2007 as a model.

How a particular security measure is de-
scribed, which of its aspects are seen as cen-
tral and which viewed as marginal, is a crucial
concern . For example, should the transfer of
personal data be primary understood as a
security measure, or as a human rights ques-
tion? What will be considered more impor-
tant: the need for surveillance, or privacy-
related interests? No doubt, the core values
will be security for security organs, and hu-
man rights for human rights organs.

For those who question the legality of particu-
lar security measures, the most central issue
is often the violation of human rights. It is
claimed that we are undermining our privacy,
dignity and individualism on the stage of
security theatre, in the name of a goal of total
safety through technology. For governmental
institutions, however, the most central issue
would seem to be public and state security
and defence. The USA, for instance, regularly
insists that existing measures are insufficient
to fight terrorism. One of the US bill propos-
als regarding whole-body scanning states: ‘It
is the policy of the US to aggressively seek,
develop, and deploy, in a timely fashion and
sufficient numbers, primary screening tech-
nologies capable of detecting and protecting
against threats to domestic and international
aviation travel that cannot be effectively and
efficiently detected by other technologies
currently more commonly utilized in air-
ports.” Recent developments have shown that
other countries’ security policies are greatly
influenced by developments in the USA.

Although different governmental agencies
seem intent on trying to convince the public
that air-travel security measures are ‘non-
invasive’ and ‘protect your privacy’, closer
examination usually reveals the opposite. Both
the measures and the ‘safeguards’ proposed

by security agencies have come under con-
stant fire from a range of institutions and
advocacy groups concerned about human
rights, and there seems to be no sign of either
side giving up its position in the immediate
future. However, the fact that states possess
political and economic power and flights
apparently must go on renders issues of pri-
vacy dependent on economic and political
needs.

It may therefore be extremely difficult to find
a solution through the introduction of ade-
quate safeguards, especially internationally.
The control and surveillance regime that is
designed to uphold security and prevent ter-
rorism and crime will most likely prevail over
human rights issues. As a result, there con-
tinues to be a major risk of significant losses
of liberty, privacy, individualism and dignity
on the part of citizens.

There has been some public discussion of
possible alternative solutions, such as focus-
ing on proactive intelligence instead of react-
ing to past situations; a shift to less invasive
technologies and/or effective ‘lo-tech’ solu-
tions; handing control of security back to the
airlines; training ordinary citizens to stop
terrorists on airplanes; forget about privacy at
all; or, finally, simply refusing to fly whenever
possible.

Achieving the right balance between the need
for security measures and issues related to
human rights is a matter of public concern,
interest and dispute, both internationally and
at the national level. The issue is relevant to
state and public institutions, private compa-
nies and, finally, every individual who can see
themselves travelling by means of air trans-
portation. In a global sense, security/privacy
issues that might first appear in the context of
civil aviation often go further and spread into
many other spheres. Thus, issues currently
being raised in relation to air travel can be-
come even more important and challenging
over time.

Recommendations

The ICAO’s role should be revised, so that it
might be enabled to establish and enforce
global common rules and standard ap-
proaches in civil aviation, particularly in rela-
tion to ensuring passengers’ rights.

States should suspend implementation of new
security measures until a comprehensive
evaluation of their effectiveness, health im-
pacts and privacy safeguards has been com-
pleted by an independent board of review.
Thorough justification should be given before
the introduction of any new security measure,
and substantial evidence should be presented
to show that the measure is proportionate,
necessary and adds value to already existing
security measures.

Increased usage of information, telecommu-
nication and other technologies requires
further development of legislation to specify
necessary terms and rules.

Mechanisms should be established to enable
individuals to enforce their rights, such as the
right to view and correct data kept about them
by state authorities. An option of alternative
security methods should be developed and
made available to passengers with ‘privacy
concerns’. States should concentrate on de-
veloping alternative solutions that are non-
invasive or less invasive for passengers.

Passengers should be provided with appropri-
ate, comprehensive and clear information
about all applicable security measures — along
with information regarding the protection of
their rights — before travelling and before
purchasing the tickets, at airports, and while
they are on board an aircraft. This would at
least enable them to make a informed deci-
sion on whether they wish to waive their
rights.
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